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HOW REAL-TIME OPERATING
SYSTEMS ARE EVOLVING FOR IOT
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ABOUT CEFRIEL AND ME %

A digital innovation centre that creates products, services and
processes, participates in international research programs and
develops digital culture and skills. \

Multidisciplinary teams, more than 130 people with a mix of
technical, business and design skills.

Founded in 1988 by Politecnico di Milano, Cefriel has delivered
projects and solutions for Italian and multinational companies.

Totally autonomous from public or private funding.

R Roberto Farina
e Internet of Things practice manager
= Cefriel - Politecnico di Milano
: roberto.farina@cefriel.com
https://www.linkedin.com/in/robertofarina
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HOW IOT IS DISRUPTING INDUSTRIES

AUTOMOTIVE MANUFACTURING LOGISTIC HEALTHCARE

TRADITIONAL

SMART AND
AUTONOMOUS

Traffic sign Pedestrian Bicycle Vehicles

Traffic light

Lane detection
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THREE KEY ELEMENTS FOR PRODUCTS

Samsung BotChef Sophiais a social humanoid robot
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7#% «<p;/#What do you hope for
ik ¢ “:/hen you are 400?

INTERACTION WITH TRANSFER DATA AND UNDERSTAND
THE PHYSICAL WORLD ACTIONS EFFICIENTLY AND DECIDE
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ADD
INTELLIGENCE

Integrate into existing
systems

Additional computational
resources required
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CHALLENGES INTRODUCED BY IOT

a

GUARANTEE
SECURITY

Must be end-to-end

Must consider additional
security perimeters

PROVIDE
COMMUNICATION

Different scenarios: Device-
to-Device, Device-to-Cloud,

Device-to-Gateway

Over-the-air updates

(@

INTEGRATE USER
EXPERIENCE

Interact with a mobile app or
through natural interfaces

Intuitive and frictionless
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HOW IOT POSES NEW REQUIREMENTS

Reliability Performance 8 Compactness

Predictability Scalability Interaction

Connectivity Intelligence
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HOW THE MARKET IS EVOLVING

Embedded Consumer
players players

loT
solutions



MAIN DRIVERS FOR EVOLUTION

/

DEVELOPER, RESOURCE, TECH FRIENDLY
e Standard languages and tools, shorten learning curve, hardware independency
\
RT AND NON-RT, CONCURRENTLY
e Robust runtime, microkernel and tickles systems
|

CONTAINERS ON THE EDGE
e |solation at application level

/

SECURE FIRMWARE UPGRADE
e Agnostic to distribution policy, state-of-the-art security

[

NEW LANGUAGES AND FRAMEWORKS
e Memory and thread safety
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FROM THE INDUSTRY

TOOLS TO MANAGE THE DISTRIBUTED COMPLEXITY

Fleet management, intelligent asset monitoring

AREAS CURRENTLY PARTIALLY OR UNADDRESSED

Agriculture, medical

STRONG FOCUS ON END-TO-END PLATFORMS

Provide customers security and connectivity
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ON THE RESEARCH FRONTIER

MAKE DATA ACCESSIBLE AND ACTIONABLE

New secure methods, zero-trust architectures

NEW LEGAL AND ACCOUNTABILITY CHALLENGES

Moreover when the product has a mind on its own

ENERGY-EFFICIENCY AND GREEN IOT

Might contrast an always-on attitude

REACT IN REAL-TIMETO NEW ATTACK PERIMETERS

New reliable ways to maintain and upgrade features providing
business continuity
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THANKS

Roberto Farina

Internet of Things practice manager
Cefriel - Politecnico di Milano

™ roberto.farina@cefriel.com
in https://www.linkedin.com/in/robertofarina
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This document has been developed by Cefriel in an original manner. It is shared with the
other Party exclusively for its internal and non commercial use.

It is confidential material owned by Cefriel, under no rights of third parties.

Such document or part of its contents can not be reproduced, distributed, disclosed, given
or used by third parties without a previous written permission by Cefriel.

The drawings, tables, data or any other kind of information, also written or designed,
contained in this document are confidential material owned by Cefriel, for which Cefriel has
obtained the requested authorizations by the legitimate owners.

Allthe trademarks™ or registered® trademarks (and/or any other reference) within the
document belong to their legitimate owners and are published in compliance with the
regulations in force. Their use does not imply any affiliation with or endorsement by them.

Cefriel® logo is a registered trademark of Cefriel S.Cons.R.L. in the European Union.
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